Introduction to Cybersecurity

A brief introduction

Naavin Ravinthran

MUMTEC Cybersecurity SIG

February 26, 2022



First of all...

» What do you think about cybersecurity?


https://app.sli.do/event/dEmQ7GxJkGeBkfzDP42B2J

First of all...

» What do you think about cybersecurity?

> View poll at
https://app.sli.do/event/dEmQ7GxJkGeBkfzDP42B2J


https://app.sli.do/event/dEmQ7GxJkGeBkfzDP42B2J

First of all...

» What do you think about cybersecurity?

> View poll at
https://app.sli.do/event/dEmQ7GxJkGeBkfzDP42B2J

» ... Or visit slido.com and enter the code #899414


https://app.sli.do/event/dEmQ7GxJkGeBkfzDP42B2J

First of all...
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> View poll at
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» ... Or visit slido.com and enter the code #899414

» P.S: You can ask me questions here too!
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A bit about myself

> My name is Naavin.

» Second Year Second Semester student.

» | like all things to do with cybersecurity :)
>

| did a bit of SIG cybersecurity events last semester too.
Hosted workshops, did CTFs, made cybersecurity
“challenges”.

> | tried to keep this introduction as non-technical as | can.
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Cryptography

» Has a lot of mathematics, particularly number theory.

» Isn't exclusive to just Encryption/Decryption. Besides
confidentiality, cryptography can also provide Integrity and
Authentication, meaning ways to verify data wasn't tampered
with in any way (integrity), and that data was proved to be
from a particular entity (authentication).
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» Has a lot of mathematics, particularly number theory.

» Isn't exclusive to just Encryption/Decryption. Besides
confidentiality, cryptography can also provide Integrity and
Authentication, meaning ways to verify data wasn't tampered
with in any way (integrity), and that data was proved to be
from a particular entity (authentication).

> Motivation: We want to keeps things secret to keep our
privacy.

» Has a long an interesting history, probably as long as written
word itself.
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» Julius Caesar, a famous roman general used the Caesar Cipher.

» This is a substitution cipher where each letter is “shifted” by
a fixed number, and replaced with a different letter.

» For a shift by one, the letter 'A’ becomes letter 'B’, and the
letter 'B’ becomes the letter 'C’, ... , and the letter 'Z’
becomes the letter 'A’.

» An example of the device they used at the time.




Cryptography (cont.)

» For example, say we want to encrypt the message “BOB”
using a shift/rotation of 2.
1. B—+D
2. 0—-Q
3.B—-D
» Hence, we get the encrypted text “DQD". The receiver of the
message just needs do the process backwards.

Try see if you can figure out what these attacks are! If you find it fun, look
up “Cryptograms”!
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» For example, say we want to encrypt the message “BOB”
using a shift/rotation of 2.
1. B—+D
2. 0—-Q
3.B—-D
» Hence, we get the encrypted text “DQD". The receiver of the
message just needs do the process backwards.

» (The message BOB is usually called the plaintext, and the
resulting encrypted message is called the ciphertext).

» There are many attacks on this cipher and this has long since
been considered insecure.!

Try see if you can figure out what these attacks are! If you find it fun, look
up “Cryptograms”!
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Public Key Cryptography

» Thus far, the same key has been used for encryption and
decryption.

» In the 1970s, researchers and cryptographers at GHCQ (The
UK's government intelligence agency) invented this.

» It allows for a separate key to be used for encryption and
decryption.



» Cryptography has lots of maths involved. Elliptic curves,
integer factorisation, etc.

» Take for example, the Fundamental Theorem of Arithmetic,
that states that every integer greater than 1 either is a prime
number itself or can be represented as the product of prime
numbers.

» Say you take two large prime numbers p; and p> and multiply
them to get c. Because of the Fundamental Theorem of
Arithmetic, we know there is only one prime factorisation of c,
which is through p; and py. There isn’t a known efficient
algorithm to quickly find these factors p; and py.2

2For classical computers at least, for quantum computers there is Shor's
algorithm.
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Just to scare you a little bit, here's me reverse engineering a simple
sample program | wrote.
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What is Reverse Engineering?

reverse engineer e
Q Save Word

reverse engineered; reverse engineering; reverse engineers

Definition of reverse engineer
transitive verb

: to disassemble and examine or analyze in detail (a product or device) to discover
the concepts involved in manufacture usually in order to produce something similar



Reverse Engineering

» Primarily done to work around proprietary software.

» Security Analysts reverse engineer new malware and figure out
how they work, and what new flaws they exploit.

» For historical reasons, old hardware can be reverse-engineered
so that future generations can see how the old software was
used via emulation.

» Perhaps you just want to figure out how a particular software
does something.

» You could reverse engineer a program to find a vulnerability to
hack and gain access to the system running the program.



Reverse Engineering (cont.)

» There are techniques to make reverse-engineering harder3.
These techniques are employed by malware authors and
companies that wish to try and hide their techniques in their
software (e.g: Enforce DRM so that software only works on a
fixed number of devices, or hide their algorithms from
competitors).

3Look into Obfuscation or anti-debug techniques for-example.



Reverse Engineering (cont.)

» There are techniques to make reverse-engineering harder3.
These techniques are employed by malware authors and
companies that wish to try and hide their techniques in their
software (e.g: Enforce DRM so that software only works on a
fixed number of devices, or hide their algorithms from
competitors).

» But generally, reverse engineering is almost always possible.

3Look into Obfuscation or anti-debug techniques for-example.



Example: Pegasus Malware

» Amnesty International Security Lab released a report based on
their forensic analysis and reverse engineering of the Pegasus
malware, which they found mostly on journalists and activists.
They found a 0-day vulnerability* in iMessage being actively
exploited in the wild.

AMNESTY WHOWEARE  WHNTWEDD ORS¢
INTERNATIONAL

Forensic Methodology Report: How to catch
NSO Group’s Pegasus

A copy of this report is available for download here

Introduction

NSO Group claims that its Pegasus spyware is only used to “Investigate terrorism and crime” and “leaves no
traces whatsoever”. This Forensic Methodology Report shows that neither of these statements are true. This report
accompanies the release of the Pegasus Project, a collaborative investigation that involves more than 80
journalists from 17 media organizations in 10 countries coordinated by Forbidden Stories with technical support
of Amnesty International’s Security Lab.[1]

Amnesty International’s Security Lab has performed in-depth forensic analysis of numerous mobile devices from
human rights defenders (HRDs) and journalists around the world. This research has uncovered widespread,
persistent and ongoing unlawful surveillance and human rights abuses perpetrated using NSO Group’s Pegasus
spyware.

As laid out in the UN Guiding Principles on Business and Human Rights, NSO Group should urgently take pro-
active steps to ensure that it does not cause or contribute to human rights abuses within its global operations, and
to respond to any human rights abuses when they do occur. In order to meet that responsibility, NSO Group must
carry out adequate human rights due diligence and take steps to ensure that HRDs and journalists do not continue
to become targets of unlawful surveillance.

In this Forensic Methodology Report, Amnesty International is sharing its methodology and publishing an open-
source mobile forensics tool and detailed technical indicators, in order to assist information security researchers
and civil society with detecting and responding to these serious threats.



Example: GTAS

» Some guy found the long loading times for GTAS quite odd,
so he started reverse-engineering it and found a few bugs that
made the loading way, way slower than it should have been.

> https://nee.lv/2021/02/28/
How-I-cut-GTA-Online-loading-times-by-70/

» He was awarded $10k USD by Rockstar for finding this.

» He looked eat the disasssembled code (after bypassing the
obfuscation Rockstar put in place) and found the problem was

with problems with the JSON file parsing, which has a lot of
redundant checks.


https://nee.lv/2021/02/28/How-I-cut-GTA-Online-loading-times-by-70/
https://nee.lv/2021/02/28/How-I-cut-GTA-Online-loading-times-by-70/

Example: Old software

» Hobbyists have reverse-engineered old hardware that is no
longer supported. (defunct company, they moved on to more
powerful computers, etc.)

» This allows for old software to be archived for historical
purposes via emulation, as hardware eventually deteriorates.



Poking around for fun

» Sometimes, you can find unused code or assets that didn’t
make it to the final product.

» In games, you might find some old concept art or scrapped
levels.

» Sometimes you can find vulnerabilities in them too. Glitched
speedruns are a thing for some video games.

» Someone found a way to do code injection in Super Mario
World, and made a Flappy Bird clone inside it using just the
SNES controller. In newer devices, code injection can also be
used to inject malware into devices.




So what is a CTF?
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most points.
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Stands for “Capture the Flag”.

It's a competition/game.

The “Flag” is a secret word that you need to find.
Recovering a “Flag” will give you points.

There is usually a prize for the team or individual with the
most points.

Usually this secret flag is hidden somehow, e.g: It's encrypted
and you need to figure out a way to decrypt it, or it's only
accessible if you can reverse engineer the program.

Besides being “fun”, it is always a way to harness your skills,
because it usually requires you have a deeper understanding of
computers (e.g: You need to understand lower-level languages
like asssembly, or understand the maths behind some
badly-implemented encryption.)
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0000 : 3000 @45 4C46 02010100 0000 Q0G0 G000 Q0 QO
0000:0010 A5 00 3EG0 01000000 301100060 0000 G060 ..
0000:0020 40 00 G0 G0 0000 QGO A0 COSAGODGOD GO0 OQ0G0G0 @

0000:08030 A0 G0 G0 G0 40003300 0B OO 4000 1EO6O0 1D GO
0000:0040 G600 0 B0 G4 00 00 G0 40000000 G0 GO 00 OO
0000:08050 40 00 00 B0 GO0 00 A0 A0 40 00 G0 B0 00 OO0 B0 A0 @
0000: 08060 68 02 00 0 00 00 00 @0 68 02 A0 B0 GO0 00 OO A0
0000:08070 08 00 00 A0 G0 00 00 @0 03 000060 04 00 00 A0
0000: 0080 AB B2 0000 GOO00OG0 AS020000 BOBOAORBO "....... “boooooo
0000:0000 ASE20000 OGO EORD 1COOGOGD AOOOAOAD "...............
0000:00A0 1CEO QOG0 BGOGOEORD 01O00GOGD GOOOAOAD .............0..
G000:00B0 1RO GO G0 B4000000 OOODGOGOD BOGOEOAD ................
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0006:30D0 438 06 00 G0 00 00 00 @0 48 06 A0 A0 GO RO AG A0 H....... Aonoooan
0006:B0E0 20 10 00 B0 GO OG0 GO B0 G100 G0G0 A5006080 ................
0000:00F0 A0 100 G0 OGO QOG0 OO 10GOGD GOEOEOAO ................
0000:0100 A0 1000 G0 BOGO QOG0 BDOZ2EOGD GOEOAOAO ................
0000:0110 3D A2 GO G0 ROGOEOAD OO 10GOGD AOEOEOAO ................
0000:0120 A1 0G0 G0 B4000000 00200000 BOGOEOAO ......... ......
AOEAA:B130 A0 20 A0 A0 OO0 A0 60 A0 660 20 B0 860 EOEMEOREHR 0 .







CTF Competition Examples

. Google CTF
. DefCon CTF

. F-Secure Cybersecurity challenge (they have a local branch)

A WD =

. ...Many more
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| kinda lied to you...

In real life, it's probably more to do with writing reports,
auditing security practices for companies, etc.

There are some rarer exceptions. Google has their “Project
Zero" team tasked to find O-day vulnerabilities (vulnerabilities
that hasn't been patched yet).

There are also bug bounty programs offered by some
companies though.



Bug bounties

» Hackerone is one of the sites that acts as a middle-man for
this.
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You get paid based on how severe it is. If you have a Proof Of
Concept that it's possible to completely take over their
system, you get paid more.

Other companies like Google, Facebook, Mozilla, etc. also
have their own bug bounty programs.

You communicate with their security team explaining in-depth
what the bug is and the impact, giving Proof-Of-Concepts
(POCs) if necessary.

You agree not to give their team a period of time, such as 90
days, to fix their problem before disclosing it to the public.



Other stuff...

» Cybersecurity is a wide field, and | couldn't cover everything.

» Some other points of interest you may like.

1.

AN N

OSINT (Open Source Intelligence)

Hardware Hacking (For you electronic nerds out there :D )
Web Hacking

Stegonography (hiding information in plain sight)
Attacking Network Protocols

More in-depth topics of things we discussed.



Fin.

» Thanks for listening!
» Let me know what you find interesting!
» Let me know how much you understood!



